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This document describes the basic installation and configuration steps of the ALM application.
ALM, a very useful add-on to Cisco’s Extension Mobility. Providing a PC integrated automatic logon engine to

protect companies against unidentified high phone bills and secures internal phone usage.

The ALM software replaces the need for a user to manually enter their Username and PIN with a tiny Windows
application on the user’s PC or laptop computer.

ALM stores the Username and PIN fully encrypted within the Operating Systems registry. Therefore protecting a
user’s phone and credentials.

Providing the user with the ability to either log on manually to their Cisco IP Phone or use the ALM software to
automate the process.

1 Power Supply connector

2 AC Adaptor

3 Power outlet

4 Network port

5 PC port

6 Handset port

7 Headset port
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> Supported Operating Systems
e Windows XP Home & Professional (SP1 & SP2)
e Windows 2003 Server (x86 or x64)
e Windows Vista (x86 or x64)
e Windows 7 (x86 or x64)
e Windows 8 (x86 or x64)
e Windows 10 (x86 or x64)

From ALM 4, Windows 2000 is no longer supported.

> Supported Cisco Unfidied Communications Manager (CallManager) version
e Cisco CallManager 3.x
e Cisco CallManager 4.x
e C(CiscoUCM 4.3
e C(Cisco UCM 5.x
e Cisco UCM 6.x
e Cisco UCM 7.x
e Cisco UCM 8.x
e Cisco UCM 9.x
e Cisco UCM 10.x
e Cisco UCM 11.x
e Cisco CallManager Express 7.x *
e Cisco CallManager Express 8.x *
e Cisco CallManager Express 9.x *

* only if ALM Express has been purchased

> Supported Cisco IP Phone models
e Any Cisco IP Phone model 69xx, 79xx, 89xx or 99xx with support of Extension Mobility
e Any Cisco IP Phone with PC Port (for automatic detection)

> Please make sure that:
e The PC or laptop computer is attached to the Cisco IP Phones PC Port.
e PC Voice VLAN Access is enabled in the CallManager system for the specific Cisco IP Phone.
e Web Access is enabled in the CallManager system for the specific Cisco IP Phone.
e Span to PC Port is set to disabled.
e The Cisco IP Phone is configured to support Extension Mobility.
o A UserlID is associated to a Device Profile.
e The Extension Mobility Service is activated on all CallManagers within the cluster.
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After installation ALM is placed in the Windows start menu and ALM shows an icon on the Windows taskbar.
Just after installation the icon is red because ALM requires the initial UserID and PIN for the user. See the
following chapter to configure user settings.

After the installation has been completed ALM sends the following license information to a RSconnect web
server for license control and license management:

ALM version

current date

local client IP address
ALM registered name

e ALM license expire date
e ALM client PC name

e ALM client MAC address
e C(Client OS

In future ALM releases additional information might be added to be send to the RSconnect web server.

After the software has been downloaded from the rsconnect website extract the .zip file to a location on the
hard disk of the target computer.

NOTE ! if a previous version of ALM is already installed, it will be uninstalled first.

Start the installation process by clicking on the setup-file.

After several seconds a screen appears where you can select the installation and application language. Please
make a selection and click OK to continue.

Select Setup Language [&J

Select the language to use during the installation:

English -
|

Mededands

L

The welcome screen appears, click NEXT to continue.
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[ lgj Setup - ALM - Automatic Login Module l = | |£h]1

Welcome to the ALM - Automatic
Login Module Setup Wizard

This will install ALM w4 .0 on your computer.

it is recommended that vou close all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.

Mext = ]| Cancel |

L

&

Accept the license agreement by selecting “I accept the agreement” and click NEXT to continue.

15J Setup - ALM - Automatic Login Module

License Agreement
Flease read the Following impartant information before continuing,

Please read the Following License Agreement, You must accept the terms of this
agreement before continuing with the installation.

BOFTWARE LICENSE AGREEMENT

PLEAGE READ THIZ BOFTWARE LICENSE AGREEMENT CAREFULLY
BEFCORE DOWNLOADING OR USING THE 30FTWARE.

BY CLICKING ON THE "ACCEPT" BUTTON, OPENMING THE PACK AGE,
DOWHLOADING THE PRODUCT, OR U3ING THE EQUIFMENT THAT
CONTAINS THIZ PRODUCT, ¥OU ARE CONIENTING TO BE BOUND
BY THIS AGREEMENT. IF ¥OU DO NOT AGREE TO ALL OF THE

TEDh I T TUTY ATIDTThATETT 5T T TUT 1Ty RTTT AT TTDTH

I accept the agreement;

@ I do nok accept the agreement

| < Back | Mexk = | Cancel |

All required program parts will be installed in the default directory, this can be changed if required. Click NEXT
to continue.
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Select Destination Location
Where should ALM - Automatic Login Module be installed

l Setup will install ALM - Automatic Login Maodule into the following folder.

To continue, click Next. f you would like to select a different folder, click Browse.

_\Program Files"ALM - Automatic Login Module Browse. ..

At least 5.6 ME of free disk space is required.

<Back | Net> | [ Cancel

If a previous version of ALM is detected on the target system a message may pop-up. Click OK to continue.

F ™
TEE W

The folder:

C\Program Files\ALM - Automatic Login Maodule

already exists. Would you like to install to that folder anyway?

e [

A program shortcut list will be created in the Windows start menu, this can be changed if required. Click NEXT to

continue.
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Select Start Menu Folder
Where should Setup place the program’s shortcuts?

l Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, click Next. f you would like to select a different folder, click Browse.

ALM - Automatic Login Module Browse...

<Back | Net> | [ Cancel

Optionally a desktop shortcut can be created. Click NEXT to continue.

o B
35 Setup - ALM - Automatic Login MDdulI- = || =]

Select Additional Tasks
Which additional tasks should be peformed?

Select the additional tasks you would like Setup to peform while installing ALM -
Automatic Login Module, then click Met.

Addttional icons:

[7] Create a desktop icon:

<Back || Net> | | Cancel

The following screen provides an overview of the installation details. Click INSTALL to continue.
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ﬁ%‘ Setup - ALM - Automatic Login Module l — |
Ready to Install
Setup is now ready to begin installing ALM - Automatic Login Module an your
computer.

Click Install to continue with the installation, or click Back if you want to review ar
change any settings.

Destination location:
C:Program Files"ALM - Automatic Login Module

Start Menu folder:
ALM - Automatic Login Module

| < Back ||§ Install §|| Cancel

L

The setup program will now install the ALM program on the target computer.

To start the ALM directly after the installation click FINISH to continue.

)

ﬂ Setup - ALM - Automatic Login Module l — |

Completing the ALM - Automatic
Login Module Setup Wizard

Setup has finished instaling ALM - Automatic Login Module on
your computer. The application may be launched by selecting
the installed icons.

Click Finish to exit Setup.

¥ Launch ALM - Automatic Login Module!
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ALM Configuration

Credentials

When the installation has been completed the following window will appear on the desktop.

Enter the user credentials and click SAVE to continue.

User ID: Extension Mobility User ID
PIN: Extension Mobility PINCode

The User ID is the UserID which has been created in the Cisco CallManager or Microsoft Active Directory.

If the MS AD integration has been enabled by the system administrator the UserlID field is automatically filled in
with the Windows OS username and is grayed-out, no change can be made.

Basic Settings

The following features can be enabled or disabled by an administrator or power-user.

<lsi<l<fsisisi<|<fi<]
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Log off when standby/hibernate
To disable the feature to automatically log of the user when the hibernate or standby process is activated within
Windows, uncheck this box.

Log off when screensaver starts
ALM can automatically log off any attached phone when a screensaver with password protection starts. To
avoid this behaviour uncheck this box.

Log off when PC is locked
ALM can automatically log off any attached phone when Windows is locked via CTRL+ALT+DEL. To disable this
feature uncheck this box.

Log on when PC is unlocked
ALM can automatically log on any attached phone when Windows is unlocked, if the user logs on. To disable this
feature uncheck this box.

Log off when PC is undocked
ALM can automatically log off any attached phone when the laptop is removed from the docking station, please
note the Windows command "undock" has to be used from the start menu for this function to work.

Log off when exit ALM
ALM can automatically log off any attached phone when the ALM application is closed.

Log off when terminal sessions disconnects
ALM will automatically logoff the user from the phone if the TS sessions ends. This feature is only available if
ALM has been installed on a TS.

Detect manual device log off
When using the Fast-User-Switching feature within Windows this checkbox has to be disabled otherwise the
ALM is unable to differentiate between more than one user.

Log on when device is logged off
If the user is logged off from the phone, for example by an administrator, ALM will automatically login the user
again if this box is checked.

Force WiFi logout when PC is disconnected
If a working WiFi network is available with the correct network routing in place, ALM will logout the user if the
LAN (fixed) network connection of the computer is lost, if this setting is enabled.

For more information about the configuration of the CallManager system, Cisco IP Phones, Users and Device
Profiles please download the “ALM CallManager configuration manual” document from
http://www.rsconnect.net.

After you have clicked the SAVE button the ALM application is minimized to the Windows taskbar.

[ Busy with searching for suitable telephone
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The little orange icon informs the user that the ALM application is searching for a local attached Cisco IP Phone.
This may take up to 60 seconds.

The table below describes the different colours and their function of the ALM taskbar icon.
ICON COLOR FUNCTION

ALM is searching for a suitable Cisco IP Phone (This may initially take up to
Orange
L 60 seconds)

u Green ALM has successfully logged on the user
u Red ALM has successfully logged off the user or encountered an error during
e
the logon process

The ALM will inform the user with automated balloon messages with the status of the login or logout process.

o aAM B X

Lagen successful

o ALM [ X

Logoff successful

Several additional features have been added to the ALM application. By using the right mouse button to click on
the taskbar icon an options menu appears. From this menu users can easily logon or logoff their phone with a
single mouse click.

By clicking the OPEN MAIN menu option the user can change their logon credentials.

The Open User page CallManager menu option will open the CCMUser page URL of the CallManager system.

Open main

Legon

Logoff

Open User page Callmanager
About..,

Exit

15:00 |

- ¥ ';J;|
1-1-2000

From the CCMUser page a user can easily change their Extension Mobility PINCode or forward calls to you
mobile phone (if enabled by the system administrator).

By clicking on the Exit button ALM will logoff the user from the Phone and close the application.
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When opening the ALM main screen the following information will be displayed:

Progress bar
The progress bar indication progress of the detection process.

Detect information *

The detect information will be updated on the moment the ALM has found a suitable IP Phone. This feature can

be turned off by an administrator. It will contain the following information:

IP address of the detected CallManager/Communications Manager
IP address of the detected IP Phone

SEP ID of the detected IP Phone

Directory number of the detected IP Phone

File Options Help

Ordering Information

Please send your quotation requests to sales@rsconnect.net along with the number of licenses you
require.

1 license is required for 1 PC/Phone combination, the license is not user or phone based.
If two employees use 1 computer in combination with 1 IP Phone you will require 1 license.

Additional Information

For any additional information please contact or visit:

e United Kingdom: +44 203 608 8259
e Other countries: +31 88 1221 800
e http://www.rsconnect.net

e sales@rsconnect.net
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