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This manual describes the configuration steps to complete the ALM settings for a user.

Only the Cisco ® Unified Communications Manager (CUCM) part of the installation will be discussed in this
manual.

Several steps are required like the configuration of a device/phone and the configuration of a Device Profile and
a user.

This manual does not contain instructions on how to configure Partitions, CallingSearchSpaces and other phone
and user settings.

Log on to the Cisco Unified CM Administration page

e Onthe CUCM Administration page click on “System” followed by “Service Parameters”

aliale  Cisco Unifigd CM Administration Navigati
CISCO  kor Cisco Unified fommunications Solutions administrator 54
System « | Call Routing ~ Media Resources =  Advanced Features = Device =  Application ~  User M nent +  Bulk Administration = Help -

Sewer _

Cisco Unified CM
Cisco Unified CM Group
Phone NTP Reference

Date/Time Group

BLF Presence Group ress W | begins with Vl || Find || Clear Filter |E|

Regicn Infermation 3 Mo active query. Pleasa enter your saarch criteria using the options abova.
Device Pool

Device Mobility 3

DHCP 3

LDAP »

Location Info »

Physical Lecation
SRST

MLPP 3
Enterprise Parametfers|
Enterprise Phone Configuration

Service Parameters

Security 3
Application Server

Licenzing 3
Geuolocation Configuration
Geolocation Filter

E911 Messages

e Select the Publisher / Primary CUCM Server
e Select the Cisco Extension Mobility Service
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alml  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

administrator ari ta About Logaout

System w  CallRouting +  Media Resources »  Advanced Features = Devi + Application = User Management »  Bulk Administration = Help -

Service Parameter Configuration

— Status
@ Status: Ready

— Select Server and Service
Server® 192,168.1,81 (Active) / M
Service* -- Mot Selected -- I M

all parameters |- Not Selected -- _
Cisco AMC Service (Active)
Cisco Audit Event Service (Active)
Cisco Bulk Provisioning Service (Active)
Cisco CTIManager (Inactive)
Cisco CTL Provider (Inactive)
Cisco CallManager {Active)
Cisco CallManager SNMP Service (Inglctive)
@ *_indicat Cisc:o Certificate Authorit\,r Proxy Fughti
Cisco DRF Local (Active)
® *HThe Se Cisco DRF Master {Active)
Cisco Database Layer Monitor {Aglive)

Cisco Dirsyne (Inactive)
Extended Functions {Ina
Mability ( )

IP Manager Assistant (Inactive)
Cisco IP VYoice Media Streaming App (Inactive)
Cisco Log Partition Monitoring Tool {Active)
Cisco Messaging Interface (Inactive)
Cisco RIS Data Collector (Active)
Cisco Serviceability Reporter {Active)
Cisco TAPS Service (Inactive)
Cisco Tftp {Active)
Cisco Trace Collection Service (Active)
Cisco Trust Werification Service (Active)
Cisco WebDialer Web Service {Active)

t are in the cluster-wide groupis).

ilable for this service.

een modified to their original default values.

alialy  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions

administrator rch Docurnentation About Logout

System »  Call Routing +  Media Resources »  Advanced Features » Device = Applicstion = User Management = Bulk Administration +  Help -

rvice Parameter Configura CEREGNE VA Parameters for All Servers -
[B Save Set to Default @% Aclvanced
— Status

— Select Server and Service

Server® 192.165.1.81 {Active) hd

*

Service Cisco Extension Mobility {Active) hd

All parameters apply only to the current server except parameters that are in the cluster-wide groupis).

— Cisco Extension Mobility (Active) Parameters on server 192.168.1.81 {Active)

Parameter Name Parameter ¥Yalue Suggested ¥Yalue

— Clusterwide Parameters {Parameters that apply to all servers)
Enforce Intra-cluster Maximum Login Time *  Fa)se - False
Intra-cluster Maximurm Login Time * 5:00 §:00
Inter-cluster Maxirnurn Login Time * 10:00 10:00
!Intra-cluster Multiple Login Behavior * Auto Lagout + |Multiple Logins Mot Allowed
Alphanurneric User 10 ¥ True » True
Rernernber the Last User Logged In * False - False
Clear Call Logs on Intra-Cluster EM * False - False
There are hidden parameters in this group. Click on Advanced button to see hidden parameters.

= [Save] [ Set to Default ] [ Advanced ]

® *_indicates required itemn.

® *¥*The Set-to-Default button restores all parameters that have been rmodified to their original default values,
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In the CUCM several Service Parameters for the ExtensionMobility service must be changed.

One of the required settings is the “Intra-Cluster Multiple Login Behaviour”. This will control the procedure of
the login request.

The required setting is “Auto Logout”. This feature will automatically logout or disconnect a user if he/she is
already logged into an other IP Phone.

So this setting will automatically logoff a user if he/she is already logged on at an other extension.

All the other settings may be changed depending on the situation.

Verify the Cisco Extension Mobility Service is activated on all CallManager Servers.

alialin  Cisco Unified Serviceability

CISCO  [yr Cisco Unified Communications Solutions

administrator About Logout

Alarm w  Trace = Tools +  Snmp +  Help «

Service Activation

Q Save Setto Default @ Refresn

Status ‘

(@status : Ready

Select Server
Server* 102.168.1.51 ~

™ Check all Services

CM Services

Service Name Activation Status

i~ Cisco CallManager Activated

v Cisco Tftp Activated

r Cisco Messaging Interface Deactivated
I Cisco Unified Mobile Woice Access Service Deactivated
r Cisco IP Woice Media Streaming App Deactivated
I Cisco CTIManager Deactivated

IIV Cisco Extension Mohility Activated I

[ Cisco Extended Functions Deactivated
I Cisco Dialed Mumber Analyzer Deactivated
- Cisco DHCP Monitor Service Deactivated
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Verify the Cisco Extension Mobility Service is running on all CallManager Servers.

CM Services
| Service Name | Status: Activation Status Start Time Up Time

(@] Cisco CallManager Started Activated Wed Jul 3 14:13:06 2013 0 days 02:49:19

(@] Cisco Messaging Interface Not Running Deactivated

(@] Cisco Unified Mobile Voice Access Service Not Running Deactivated

C Cisco IP Voice Media Streaming App Not Running Deactivated

la LCisco CT1 Lot Bunning, Deactivated
Cisco Extension Mobility Started Activated Wed Jul 3 14:22:57 2013 0 days 02:39:28

(=) OnITOr Service IOt Running Deactivated

Cisco Intercluster Lookup Service Not Running Deactivated

Cisco Location Bandwidth Manager Not Running Deactivated

Cisco Dialed Number Analyzer Server Not Running Deactivated

- Cisco Dialed Number Analyzer Not Running Deactivated
O Cisco Tftp Started Activated Wed Jul 3 14:13:09 2013 0 days 02:49:16
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The following settings are a required field on every phone or device:

cisco

1) Description: Administrative field to identify each phone in the system

2) Enable Extension Mobility Feature: to activate the possibility to logon to this specific phone
3) PCVoice VLAN Access: is a required field and must always be enabled. This field enables the ALM to

detect the phone.

4) Web Access Enabled: is a required field and must always be enabled.

5) Optional the Extension Mobility (XML) service can be activated on the phone, when the ALM application

does not start or does not exists on the PC a user can always login manually on the phone.

Cisco Unified CM Administration
For Cisco Unified Communications Solutions

System

Call Routing ~

Phone Configuration

B Save XDeIeIB Copy % Reset

Media Resources »  Advanced Features »~ Device

- User

administrator

~ Bulk A

& Apply Config O Add New

EWTETTNY Cisco Unified CM Administration v

Search Documentation About

~ Help ~

(T EVO T T Back To Find/List

C
Legd

Status
’V® Status: Ready

10
11
12
13
14
15

Extension Information

r Association Information

#7n% Line [1] - 2001 {no partition)
*nelLine [2] - Add a new DN

%5 add a new 5D

%3 Add a new 5D

% Add a new 5D

Add a new 5D

L igned iated Items
%‘ Add a new 5D
All Calls
#im2 Add a new BLF Directed Call Park

Call Park

Call Pickup
Calleack

Group Call Pickup
Hunt Group Logout

®7E Intercom [1] - Add a new Intercom

rPhone Type

Product Type: Cisco 9971
Device Protocol: SIP

r Device Information

Registration

IP Address
Active Load ID
Inactive Load ID
Download Status

Device is Active

Device is trusted
MAC Address*

Description

Device Pool *

Common Device Configuration
Phone Button Template®
Common Phone Profile®
Calling Search Space

AAR Calling Search Space

Media Resource Group List

Registered with Cisco Unified Communications Manager 192.168.1.228

192.168.1.101
5ip9971.9-3-1-33

Sip9971.9-2-1

Unknown

[pos7acF71cs0 |
[sEPDos74cF71C90 | |

[Default - | View Details
[< Mone = ™| View Details
[standard g571 s1P = V]

|Standard Commaon Phone Profile v‘

[ None = v

[= Mone = v|

[< none = v

[#] Enable Extension Mobility
Leg Out Profile | .- Use Current Device Settings -- [v]

Log in Time
Log out Time

< None =
< None =
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[ pisable Speakerphone

[ pisable Speakerphone and Headset
PC Port *

Back USB Port™®

Side USB Part®

Cisco Camera*

Video Capabilities™®
Enable/Disable USB Classes

sDIO *

Bluetooth *

wifi *

Bluetooth Profiles®
Settings Access™®

Gratuitous ARP¥

PC Voice WLAN Access*®

Web Access™®

Show All Calls on Primary Line*
Days Display Mot Active

Display On Time

r Product Specific Configuration Layout

Param
| Enabled Vl
| Enabled Vl
| Enabled Vl
[Disabled v|
[Disabled v|

Mass Storage
Human Interface Device

Audio Class

[Disabled v|
| Enabled Vl
| Enabled Vl
Human Interface Device

| Enabled V|
| Disabled 3 V|
| Enabled Vl
| Enabled n 4 Vl
[Disabled v|
Monday "
Tuesday v
[07:30

Subscribed Cisco IP Phone Services for SEPO01A2FB8DFA32

B Save ‘? Help

Service Subscription: Extension

Mability

— Service Information
Service Name*

ASCII Service Name*

|E)d:en5i0r| Mobility

|E:-d:ension Mobility

— Subscribed Services
Subscribe a New Service

£ Extension Mobilit
‘—Y

— [ Unsubscribe ] [ D&Iete]

@ *_ indicates required itemn.
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Every phone requires a line to place and accept calls. This is not a required field for the ALM to function

correctly.

allin  Cisco Unified CM Administration (PRVEERE Cisco Unified CM Administration [ | Go
cisco . . _| . -
For Cisco Unified Communications Solutions e O i ey

System = CallRouting = Media Resources v  Voice Mail v  Device v  Application v  User Management v  Bulk Administration = Help =
Directory Number Configuration CERENRET S Configure Device (SEPOO1A2FSDFA32) | v
=

— Status

@ Status: Ready

— Directory Number Inf
Directory Number® [10110 |

Route Partition [ < None = ]

Description |phene not logged in ]

Alerting Name ‘ ] 1

ASCII Alerting Name ‘ |

[ Active
[
— Directory Number Settings

Voice Mail Profile [ none > (v (Choose <Mone= to use system default)

Calling Search Space [< None > [+]

Presence Group™® [ Standard Presence group [+]

User Hold MOH Audio Source [ < None = [+]

Network Held MOH Audio Source [ None = [+]

Auto Answer* [Auto Answer off [v]

(EWIELRIN Cisce Unified CM Administration

alimle  Cisco Unified CM Administration
cisco

For Cisco Unified Communications Solutions anrete I ol M tont

System v CallRoutng ~ Media Resources + Voice Mail v Device ~  Application ~  User HManagement ~  Bulk Administration = Help ~

Directory Number Configuration CEPTENRATE Configure Device (SEPO01A2FBDFA32) (v

=

— Line 1 on Device SEPO01A2FSDFA32
Display (Internal Caller 1D) [ | Display text for a line appearance is intended for displaying text such as a name instead of a
directory number for internal calls. If you specify a number, the person receiving a call may not see the proper identity of the caller.

&)

ASCII Display (Internal [

Caller ID)
ASCII Line Text Label [Please log on

J
Line Text Label [Please log on J
J
J

External Phone Number [

Mask
Visual Message Waiting [Use system Poliey [+]
Indicater Policy™®

Ring Setting (Phone Tdie)* [ Use System Default v

Ring Setting (Phone Active) [ Use System Default [+] applies to this line when any line on the phene has a call in progress.

Call Pickup Greup Audio [Use System Default [+] [ ]

Alert Setting(Phone Idle)

Call Pickup Group Audio [Use System Default [~]

Alert Setting(Phone Active)

Monitoring Calling Search [ None = vl 7
Space 1

The “Line Text Label” field is the text which is displayed on the phone to identify a phone or a user. Because the
phone in this example is only an internal phone and can only be used in combination with ExtensionMobility and

ALM.

Using an internal Partition and CallingSearchSpaces the phone can be restricted to only dial internal numbers.
This will prevent unauthorized usage of the phone if no user has logged on. This way the costs can be reduced.

A User Device Profile is the profile which will be loaded on the phone when a user logs in using ALM. The
settings which were previously configured on the phone will not be available anymore.

e Optional the Extension Mobility IP Phone service can be activated on the phone, when the ALM
application does start on the PC a user can always login manually on the phone.
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uliln - Cisco Unified CM Administration

For Cisco Unified Communications Solutions

System v CallRouting v  Media Resources v Voice Mail w  Device »  Appication User Management v  Buk Administraion +  Help v

Device Profile Configuration LEEIRELUER Back To Find/List
[ sove P oeete Copy O Add New
a
— Status [l
@ Status: Ready
— Association Info —————————————— — User Device Profile
Modify Button Tterms. Product Type: Cisco 7960
Device Protocol: SCCP
@7z Line [1] - 4312 (no partition *
i | el R e i), Device Profile Name’ [Device Profile - ALM usert
2 emaline [2] - Add a new DN Description [Device Profile - ALM userL |
3 (&FAddanewSD User Hold MOH Audio Source [ < None = [v] 1
4 @5 Addanewsp User Locale [<None > =]
5 GgAddonewsD Phone Button Template® [ standard 7960 SCCP [+
Softkey Template < > v
6 ®zAddanewsD ; L= none ]
Privacy’ [ Defaule [v]
--eme--- Unassigned Associsted Ttems Py S [Defmutt =l

7 Gp.AddanewsD
[1gnore Presentation Indicators (internal calls only)

s @gaddanewsuaL i —
oo et Disturb.

s G3Addsnewslrso DND Incoming Call Alert [ Nane = ]
10  *72Add a new BIF Directed Call Park
11 Privacy 7M dule1 todule
odule
B o [< mone =

=]l

Module2 | < None >

The Directory Number Configuration will be loaded on the specific phone when a user logs on.

Cisco Unified CM Administration

For Cisco Unified Communications Solutions ccmadministrator

alwln
cisco

System v CallRoutng v Media Resources v  VoiceMail v Device v  Application v  User lianagement v  Bulk Adminisiration v Help =

CEECLRTTTE Configure Device (user:

[ save P pee= %lrzegm o Addhew

Status.
’7 Status: Ready

[ Directory Number
Directory Number* [4312

Route Partition | < none » [~
Deseription [Device profile - usert ]
Alerting Name [usert ]

ASCIL Alerting Name [ysery

[ Allow Control of Device from CT1
Associated Devices [ysar

Edit Device
Edit Line Appearance

vA

Dissociate Devices ”

All basic user settings can be configured in the field above. So a DN, Partition and CallingSearchSpace, also the
forwards to voicemail or another internal or external destination can be configured on the phone.

aliali,  Cisco Unified CM Administration

€IS€0  por Cisco Unified Communications Solutions

System v CallRouting v ledia Resources v  Voice Mail v  Device v  Appication v  User Management v  Buk Administration v Help

Configure Device (use

RES 45 %l Resel A AddNew

-~
— Line 1 on Device userl [

Display (Internal Caller ID)  [usert | Display text for a line appearance is intended for displaying text such as a name instead of a

directory number for internal calls. If you specify a number, the person receiving a call may nat see the proper identity of the caller.

ASCII Display (Internal [users ]

Caller 1D}

Line Text Label [usert ]

ASCII Line Text Label [usert ]

External Phone Number [ ]

Mask

Visual Message Waiting [use system poliey [+]

Indicator Policy

Ring Setting (Phone 1dle)*  [Use System Default [+]

Ring Setting (Phone Active) [ Use System Default [%¢] Applies to this line when any line on the phone has a call in progress.

Call Pickup Group Audio [Use System Default o]

Alert Setting(Phone Idle)

call pickup Group Audio [Use System Default [v]
Alert Setting(Phone Active)

Monitering Calling Search [ = none = [+]
e
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The UserlD is a required field, this field is the username which is send to the CallManager when a user logs in.

The ALM application will send this username to the system so the user does not have to enter their username
manually on the phone anymore using the keypad.

(LI LERRLE] T WL LFIIRR NSRS ST LIRS LA

Cisco For Cisco Unified Communications Solutions

System = Call Routing ~ Media Resources - Advanced Features -+ Device = Application =  User Manag

End User Configuration

B Save x Delete |:|'} Add New

-User Information

User Status Active Local User

User ID* |use|']_

Password |iIi.iIiiiliiiliiiIliiili.ili.ili.ili.ili | Edit Credential |
Confirm Password |.Ii..Ii..I-i..I-i..lli..li..!i..li..l'..li

PIM |iIi.iIiiiI-iiiI-iiilliiili.ili.ili.ili.ili | Edit Credential |
Cﬂnﬁn—n PIN |.l'..l'..."..."..."...'...'...'...'...'

Last name * |user1

Middle name |

First name

Directory URI

Telephone Mumber

Mail ID

Department

User Locale

< None =

Asszociated PC

|
|
|
|
Manager User ID |
|
|
|
Digest Credentials |

|
|
|
|
|
|
|
|
|
|
|
|
|
W
|
|
|

Confirm Digest Credentials |

The previously created DeviceProfile has to be attached to a user so the system knows which profile has to be
loaded on the phone based on the entered UserID.

Scroll down to the “Extension Mobility” field to attach the DeviceProfile.
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r Extension Mobility
Available Profiles user_profile_10
user_profile_11 ~
user_profile_12
user_profile_13 W
user_profile_14
v N
Controlled Profiles user_profile_1
v
-
Default Profile |—— Not Selected -- V|
BLF Presence Group* |Standard Presence group ~ |
SUBSCRIBE Calling Search Space | < None = v|
V] allow Control of Device from CTI
[CJEnable Extension Mobility Cross Cluster

This Q&A provides an overview of commonly asked questions about the ALM.

- The device and the profile can have the same DN, this does not affect the operation of the ALM;

- If the device has no DN, this will not affect the operation of the ALM;

- From release 3 and up ALM supports multiple profiles;

- Access to the webpage of the phone is only required for automatic phone detection;

- Using a phone with no PC Port is supported, refer to the administration and configuration manual for
more information;

- all phones with support for EM are supported by ALM,;

- The UserlD is not case-sensitive;

- ALM 4 and up supports EMCC;

Please send your quotation requests to sales@rsconnect.net along with the number of licenses you
require.

1 license is required for 1 PC/Phone combination, the license is not user or phone based.
If two employees use 1 computer in combination with 1 IP Phone you will require 1 license.

For any additional information please contact or visit:

e United Kingdom: +44 203 608 8259
e Other countries: +31 88 1221 800
e http://www.rsconnect.net

e sales@rsconnect.net
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